Turn off Security Defaults

Newly created tenants have a set of default security settings in place to help protect smaller
organizations who may not be experienced in configuring necessary protections for Microsoft 365.
However, with these defaults configured a number of the security settings are also disabled. These
defaults require all users to register with multi-factor authentications (MFA), enforces MFA for those
with administrative roles, MFA required for other users when needed, blocking legacy
authentication protocols, and protections for some admin portals. If the defaults are left enabled,
conditional access rules can't be enabled so these will need to be disabled if desired. More details

can be found at Providing a default level of security in Microsoft Entra ID - Microsoft Entra |

Microsoft Learn.

To disable the security defaults, navigate to https://portal.azure.com.
Go to the Microsoft Entra ID blade.

Expand Manage > Properties.

At the bottom of the page select "Manage security defaults".
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5. Select Disabled from the dropdown. Microsoft warns that MFA and security are important
and requires a justification for disabling the defaults. In this case, we want to leverage
Conditional Access Policies.
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A\ with security defaults disabled, your organization is vulnerable
to common identity-related attacks.

99.9% of account compromise could be stopped by using
multifactor authentication, which is a feature that security defaults
provides.

Microsoft's security teams see a drop of 80% in compromise rate
when security defaults are enabled.
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This feedback will be used to improve Microsoft products and
services. View privacy statement o

Too many multifactor authentication sign-up requests
Too many sign-in multifactor authentication challenges

My organization is unable to use apps/devices
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Replace security defaults by enabling Conditional Access
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6. Save the changes and confirm again you really want to disable the defaults.

7. If you selected the option to replace security defaults with Conditional Access policies, 4
rules will be created and enabled out of the box. These can't be deleted but can be turned
off if replaced with similar rules.
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